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To the Board of Education
Community Consolidated School District 59
Arlington Heights, Illinois

. with respect to matters that came to our attention in
connection with our audif© ancial Statements. This item is offered as a constructive suggestion to

procedures.
Technology and Data Security Risk Assessment and Management

Technology continues to transform business. However, technology is not only changing business, it is
changing who and what has access, custody and control over information. Therefore, organizations need
to evolve in the ways that they manage technology and data security. While there is no way to prevent all
data breaches, phishing scams or other risks, the District can mitigate its risks with a thorough
understanding of data security, privacy, and protection of its information technology. We recommend
management continue to evaluate its data security risk plan on a periodic basis (at least annually) to ensure
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it addresses all the risks associated with a rapidly changing environment and should ensur ag S
plan incorporates the following items (which is not an exhaustive list):
e Risk assessment

e A written policy
o Effective screenings of employees, vendors and business pa S
e Insurance
e Red flags
e Training of employees

e Plan for responding to a breach notificatio
e Carefully integrating new technologi
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